Due to the increase in active use of modern information technologies as one of the means of armed struggle the strategy and tactics of conducting modern wars and military conflicts has changed. To this end, the authors of this article considered the concept of information countermeasures and its impact on the organization of managerial activities of officials. In the course of the study it was established that the leadership of many countries of the world developed the concepts of information wars, taking into account the information vulnerabilities of the conflicting parties, practical implementation of these concepts is carried out through information (information-psychological) operations. The analysis of the military-political leadership views of some developed states of the world on information warfare showed that it has three components: information, technical (information operations), and information-psychological (information-psychological operations). As a result of the study conducted by the authors of this article, it is proposed to adjust the regulatory documents and to take into account additional destructive factors for the organization of managerial activities of officials, namely, information countermeasures. Also, the authors of the article proposed to change the system of management training, with the purpose of training the latter to make correct and deliberate decisions in the context of information confrontation. K e ywor d s : information confrontation; management; decision-making; information technologies; information warfare.
Introduction
The ongoing revolution in information technology marks a new stage in the development of military systems [1] [2] [3] [4] [5] .
There are terms "information weapons" and "information warfare" increasingly began to meet in the press, which, in effect, mean a revolution in the art of war [3] [4] [5] [6] [7] [8] [9] .
After all, these terms conceal fundamentally new forms of warfare, in which the suppression of the enemy is achieved through the massive use of information weapons, considered by highly developed countries experts as the decisive factor in owning the modern world.
The use of information weapons and information and psychological impact is already in many ways capable to achieve the same results as the large-scale conventional or even nuclear war [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] .
The most important attribute of the management process in military systems is information. At all stages of the historical development of military affairs it appears as an object of fierce fighting. Information warfare waged in almost all wars, and even the ancient generals believed that "the best war is to break the enemy's plans [12] ."
From the First World War to the operation in Yugoslavia a huge historical experience of information warfare was accumulated by the US. In the early 90s the US government instructed the Ministry of Defense to summarize the existing experience of fighting against the enemy management system within the concept, called information warfare concept. It should be noted that similar concepts of information warfare adopted in the UK, Germany, France, other countries of NATO and Russia.
Information warfare is one of the main threats to national security of Ukraine in the XXI century. This is supported by an active practical implementation of the concept of information warfare and isolating for these purposes considerable financial resources of the Russian Federation.
In this state, the arsenal of information war is growing at an accelerated pace, including both special software and hardware, computer viruses, "logical bombs," and the means of psychological and parapsychological impact [13] .
The report of the Joint Security Commission, established by order of the Secretary of Defense and the Director of the CIA in the United States in June 1993 and completed in February 1994, said: "... It has already been recognized that data networks are becoming the battlefield of the future. Information weapons, whose strategy and tactics of application have yet to be carefully worked out, will be used with "electronic speeds" in defense and attack. Information technology will allow resolving geopolitical crises without producing a single shot.
Our national security policy and procedures for its implementation should be aimed at protecting our capabilities to conduct information wars and to create all the necessary conditions for prohibiting the warring states of the United States to wage such wars..."
Proceeding from the foregoing, the purpose of this article is to conduct an analysis of the impact of information counteraction on the organization of managerial activities of officials.
Presentation of the main material
At present, there are ideas that mankind has overcome three "waves" in its evolution: 1) agricultural, which began 10,000 years ago; 2) commercial, which began 300 years ago; 3) technological (or information) extending at present.
The first two waves of civilization brought a revolutionary change. The information wave, as in the first two cases, determines its economy, the media, political institutions, and, of course, its own way and nature of warfare. Awareness of these processes led to the emergence of the term information war. According to US military experts, information technologies emerging as a result of the third wave are able to "revolutionize" the process of conducting operations (combat operations) in much the same way that tanks did in the First World War and the atomic bomb in the second [5] [6] [7] [8] [9] [10] [11] [13] [14] [15] [16] [17] .
It should be specially noted that with the massive introduction of information technology and the use of information weapons, the goal of the war was not the destruction of the enemy, but their management. In other words, information technology in our time has made it possible to "control the enemy" with minimal violence and bloodshed.
The task of suppressing the enemy now consists not in destroying the living force, but in undermining the world outlook of the population, in destroying the infrastructure of the state, including the armed forces, in undermining the authority of its leaders. This is proved by the results of the recent military operations of the United States and NATO countries in Iraq, Yugoslavia, the aggression of the Russian Federation against Ukraine in the Donbass, as well as its annexation of Crimea [18] .
Final formulation of the concept of information warfare has not yet taken shape. Martin Libiki from the US National Defense University on this occasion spoke thus: "attempts to fully understand all the facets of the concept of information warfare reminiscent of the efforts of the blind, trying to understand the nature of an elephant: one who touches his leg, calls it a tree; the one who feels the tail, calls him a rope and so on. Is it possible so to get the right idea? Perhaps there is no elephant and there, and there are only trees and ropes.
Some are ready to be brought under this concept too much, while others treat some aspect of information warfare as a concept in general."
Information warfare is a comprehensive, coherent strategy for the implementation of information and psychological impact on the enemy, due to the increasing importance and value of information in matters of command, control and policy. Information warfare involves coordinated activity on the use of information on the one hand information processes and systems as the object of influence, and on the other -as a weapon for fighting in the military, political, economic and social spheres [5] [6] [7] [8] [9] [10] [11] [12] [13] .
The goal of information warfare is to ensure national security through information and psychological impact on the opposing side and protecting their own information resources.
By its nature, information warfare occupies a position between the "cold" war (including, in particular, economic) and actual combat with the participation of armed forces.
Unlike economic war information warfare result is a malfunction enemy infrastructure elements (control points, and rocket launch sites, airports, ports, communication systems, warehouses, etc.), and with conventional weapons in contrast to the "hot" war and (or) weapons of mass destruction of its objectives are not material, and the "ideal" (informational) objects or material carriers. At the same time the destruction of such facilities and systems can be performed with preservation of their material basis.
According to The US Army's Field Manual information warfare is defined as actions aimed at achieving information superiority in the interests of national security, carried out by influencing the information, information processes and information systems of the enemy while protecting own information, information processes and systems [14] .
Since the information war is directly connected with information processes, it can be said that information warfare is a war for knowledge about oneself and the enemy.
The information war is being waged on two main levels: the state and the military.
For each of these levels can be distinguished relevant organs, methods, tools, and objects of exposure. The goal of information warfare is achieved by conduction of offensive and defensive actions.
Offensive activities aimed at establishing control over the enemy's control systems or their destruction and may be held in secret or openly.
Defensive measures serve to protect their own information resources from enemy action.
As an evidence that the information war is not a slogan and not a myth but an objective reality, the US Department of Defense adopted guidelines and handed out the structure of organs of information warfare [14] [15] [16] [17] [18] [19] .
Relevant documents for all kinds of armed forces has been developed and adopted. These documents secured certain responsibilities for officials of the armed forces management system. Information war in the US Armed Forces in practice, primarily carried out by: Chairman of the Joint Chiefs of Staff and the two departments, specially created joint headquarters; commanders of unified commands US forces in the region; Commander of the Joint Special Operations Command; Head of the National Security Agency; Chief of Defense Intelligence Control; Head of the Department of Defense information systems; chiefs of armed services staffs.
The faculty on information counteraction has been created in the National University of Defense of Ukraine named after Ivan Chernyakhovsky to train specialists, its graduates are trained in the entire range of issues related to the information warfare: from protection against computer attacks to supporting the planning of military operations.
Today, each armed service of the US Armed Forces has its own specialized center. Tasks of the US forces Center of Information fighting, for example, are:
the creation of means of information warfare in support of armed services operations; planning a campaign, acquisition and testing equipment, protection from the armed services staffs an information attack.
To this end, the Center educates, equips and deploys response team, develops and maintains database and application software, analyzes the vulnerability of electronic systems. Due to efforts of the Center's employees created a "Distributed Intrusion Detection System" that identifies abusive computer systems, monitors user activities, provides centralized access to information about the security status of a particular system, and distributes the processing of verified data.
Preparing to conduct information warfare in the United States is conducted in three areas: in the armed forces, the security services and nationwide.
In the armed forces preparing for information war involves theoretical, organizational and logistical arrangements. In the army, the navy and armed services created positions for officers dealing with these issues. The military schools hosting games and training on improvement of curricula. And finally, the most important thing is that the US military heavily equipped with means of information warfare, spending on the purchase of information technology more than a nuclear and space programs.
The security services conducted not less intensive work. National Security Agency creates a sudden "infected" computers and computer systems, as well as various schemes of "bookmarks" for computer viruses and logic bombs. The CIA training is conducted in two programs. The first program includes the introduction of a system of militaryindustrial complex in peacetime easily triggered at the right time, logic bombs, and viruses. The second program is aimed at developing ways to influence the programmers working on defense enterprises, in order to attract them to infiltration of viruses and logic bombs in the information systems of enterprises in crisis situations.
Preparation for information warfare at the national level is to improve the national information infrastructure, including information systems, banking, communications, transport, energy, industry and services. The increasing importance of this structure is the Internet.
Let's consider the basic ways of conducting information wars.
US concept of information warfare is assumed that in peacetime, information warfare is conducted secretly, but if non-military actions can not achieve the desired goals, the military force may be used. Thus, the operations were held in Panama, Grenada, Iraq, and Yugoslavia. In wartime, the information war will be open and combined with traditional methods of warfare.
There are a number of possible reasons why the enemy can stop the fighting: 1) Inability to control the armed forces; 2) Demoralization of the armed forces or the population as a whole;
3) Obtaining information (real or alleged) that the army destroyed, or that is more advantageous to stop the war, than to continue to fight.
Information warfare involves the use of complex methods of state and military levels.
At the military level, one can distinguish five ways of information warfare which are combined under the operational-strategic US military concept of "struggle with control systems": 1) Psychological struggle; 2) Mislead the enemy or deception; 3) Countering enemy reconnaissance; 4) Electronic Warfare; 5) Destruction of command centers and communications systems.
The main objects of the information war impact are:
1) General public (civilians and military personnel), its state, economic, and social institutions;
2) Different levels of controls (from the highest to the lowest governing body);
3) Information infrastructure of the state and the armed forces;
4) The media. Each of these facilities covers broad areas of the state and its security. For example, there are strikes of vital elements such as telecommunications and transportation systems when exposed to a state and military information infrastructure. Similar actions can be taken by geopolitical or economic opponents or terrorist groups.
Let's consider the basic spheres of a society vital activity, the state which are subject to threats of information security ( fig. 1 ).
There are advantages against the enemy by means of information warfare: the ability to selectively influence a predetermined time at a strictly definite element management system; relatively low cost of development, methods and means of conducting; lack of boundaries in relation to the development and integration of the information infrastructure of various countries; inability to define clearly the beginning of information warfare;
high vulnerability information systems. The methods of information warfare can also be divided into direct and indirect. The difference between them can be illustrated by the example R. Shafraniki. Let's say the aim is to make your opponent believe that the regiment is located where it is not present, and act on this information in a manner that is beneficial to us.
An example of an indirect method of information warfare that is using engineering tools to build models of aircraft and false airfield facilities, as well as to simulate the activity of working with them. In this case, the impact will be successful if the opponent will be watching the wrong airport and consider it real.
Direct way of information warfare that is the direct creation of false records in the regiment of the enemy information storage. In case of success of such an impact, the result will be the same as in the first case, but the funds involved to obtain this result, to be materially different.
Another example of a direct way of information warfare can be a change in the information in the enemy database on existing communications during operations (making false information that the bridges are broken) to isolate individual enemy units. This can be achieved by bombardment of bridges. And in fact, and in another case the enemy, making a decision based on the information available, to take the same decision that is to produce a movement of troops through other communications. The main directions of management systems threat during information warfare.
Let's outline the following main areas of threats to control systems, in particular, military command and control systems, in information warfare: 1) advance by the control cycle; 2) technological superiority in the management and communication means;
3) expansion in the market of automated control and communications; 4) information superiority; 5) superiority in offensive information warfare means.
In the first direction, a significant advance over the management cycle is carried out by creating a new information infrastructure of the armed forces, which should provide a fundamentally new level of the functioning of the command and control organs, allowing to significantly outstrip the enemy in organizing and conducting military operations at any level and anywhere in the world.
A key role in the new information infrastructure will play a single for all armed forces complex of DoD information systems. His work with the sources and users of information should be carried out through the Internet and a unified information network DoD, as well as tactical and tactical communication systems, data distribution, targeting and navigation.
The second direction is that to achieve a significant technological superiority in the field of command and control and communication tools. US achieving technological superiority leads to gradual displacement of domestic communications frequency spatial and temporal domains. For example, the use of complex structure in the radio signals project "Speak easy" allows to secure exchange of information at high speed even in the range in excess of HF interference power over the useful signal of hundreds or more times.
The high data transfer rate, high-quality and reliable communication channels enable timing advance of national control systems. Creating a global communications and information systems and bring it to the tactical level gives an advantage in the conduct of the war on unprepared in terms of communication area. The third area is that a large-scale expansion in the area of management and communication tools, caused by the fact that in Russia, unlike other European countries, there is no strict measures to limit the introduction of alien systems in the state's information infrastructure. Currently, for foreign companies Russia is one of the cheapest and most powerful polygon to simulate mobile technologies. You can hold any approbation, including to introduce "dead-end" system.
Weak control over the use of the radio spectrum can deliver the Ukrainian Armed Forces in a vulnerable position in terms of the organization of communication and security. Having access of foreign operators to the system switch allows them to detect, report and transmit to the US Defense Intelligence Agency and the FBI data on all the interests of cellular communication network subscribers.
One of the ways to reduce the efficiency of material and intellectual resources of the state and its armed forces is delivering of low-cost automation and communication equipment, the organization of information targeted diversion and technological materials.
The fourth area is related to the achievement of information superiority. This direction intersects with the first and second directions. Information superiority is ensured by three components: 1) reconnaissance conduction on a global scale, efficient reception, processing and transmission of information;
2) protection of its information resources and information technologies;
3) destructive action to suppress the enemy's capabilities to develop its own technology and the information acquisition.
According to the US Department of Defense believe that in order to achieve victory in the armed conflicts of the new century, it is first of all necessary to promptly receive, process and transmit information. The one who can quickly gather information about the conduct of operations (combat operations) will win, analyze them, draw the right conclusions, make the right decision and quickly bring it to subordinates.
It is necessary to obtain information superiority to ensure victory over the enemy. It allows you to get ahead of the enemy in the understanding of the rapidly changing situation in the conduct of operations (combat operations), to make decisions proactively, and to design the right course of the battle.
The concept of information superiority is based on the concept of space conducting operations or battle space, which allows you to evaluate the military conflict in its entirety.
Operations space includes not only information about specific areas where battles are conducted, but also data on the system of logistics, the work of all levels of command, on the political aspects, and many other things that are directly or indirectly related to the war.
One will have information superiority who better, faster and more accurately able to get a description of the conduct of operations of the space. This allows to apply the necessary force at the right time in the right place, which is known to decide the outcome of any battle or even allows you to win without bloodshed. One who has information superiority will be ahead of the opponent in the accuracy of orders and, most importantly, in the promptness of their delivery. Units will operate synchronously and be able to react quickly to changing circumstances.
The US military distinguishes the following areas of using information superiority.
1. Commanders are able to carry out a synchronous proactive maneuver with strikes against key targets by receiving promptly processed information about the location and condition of each unit in the zone of operations and the most important enemy facilities.
2. It becomes important to identify the most important facilities for the destruction and capture in carrying out the attack. These objects are automatically ranked using a variety of algorithms and rules implemented by using expert systems.
3. Information superiority makes it possible to organize multi-faceted defense without fear of an unexpected attack by the enemy. Defense issues are particularly important during the deployment of forces and maneuvers, when the troops are most vulnerable. The success of synchronous maneuvers, including the pre-planned joint actions of various types of troops, largely depends on the combat readiness of all units at the time of arrival to the battlefield. Therefore, it is necessary to ensure their safety in order to maintain maximum efficiency and the ability to operate freely in the zone of operations.
4. It is impossible to count on the success of conducting operations (combat operations) without the organization of targeted material and technical supply. The targeted material and technical supply is based on continuously incoming information from the operations zone and allows, with the help of various technologies for the delivery of appropriate resources, to maintain the combat readiness of military equipment in all conditions of the surrounding area at the required level.
The use of a network of focal points of the Federal Bureau of Investigation analyzing information coming from virtually the entire territory of the globe and issuing daily press releases to state and military authorities in the military-political setting (indicating the actions of troops of foreign states up to a separate military unit or ship) is a clear example of conducting reconnaissance on a global scale.
In addition, these focal points form press releases of the appropriate focus for psychological impact.
The fifth area is to achieve excellence in the information warfare offensive weapons field.
It is necessary to clearly identify the sources of information warfare. Information warfare can be started immediately, without special training, with a massive use of various media information warfare. It does not require preliminary transfer, concentration, and act instantly by commands or from satellites, or from remote control panels remote from targets, or by signals from portable consoles of special agents.
Means of information warfare. Theorists often refer to the means of information warfare to the socalled information weapon, which means a wide class of means of information influence on the enemy: means of disinformation and propaganda; means of electronic warfare; means of destruction, distortion or theft of information arrays; means of overcoming protection systems; means of limiting the admission of legitimate users; means of disorganization of the work of technical means, computer systems and communication systems, etc.
The purpose of the means of information warfare is to influence the information, information processes and information systems of the enemy to undermine his economy, reduce the degree of combat readiness. At the same time, it means that information warfare can be fought as independently, ie. without the use of traditional means and methods of armed struggle, but in combination with other means and methods of conducting operations (combat operations).
The main means of information warfare. The arsenal of information warfare is large enough. According to the content of the events they can be defensive and offensive. Defensive means are intended to protect information, information processes and systems, preventing the enemy from conducting a successful information attack. These means ensure the implementation of actions to prevent and detect information actions of the enemy, as well as the organization of counteractions.
Defensive means include four large groups: 1) means of a new information infrastructure (a complex of information systems of the Ministry of Defense, the Internet, an integrated information network of the Ministry of Defense, tactical and operational-tactical communication systems, targeting, guidance and navigation, a complex of information storage and processing facilities, information infrastructure management tools);
2) means of ensuring the security of the information infrastructure (means of protecting communication channels, territories, premises, devices, means of operating systems protection, databases, software, encryption means, access control facilities, etc.);
3) means of information support (radio electronic reconnaissance, space reconnaissance, aerial reconnaissance, intelligence reconnaissance, reconnaissance by technical means); 4) means of information-psychological influence (television, radio, print, etc.).
Offensive means of information warfare on the area of their impact can also be grouped into four groups:
1) means of information-psychological impact, which have a psychological effect on the psyche of people and allow them to control their behavior. The resources of this group can be used to solve both offensive and defensive tasks;
2) means of information impact, allowing to receive, transform and transmit critical information, for example, misinform the enemy's personnel;
3) means of active influence that allow to disrupt the functioning of information systems that ensure the functioning of state, military, industry, transport, communication, energy, banks and other agencies' control bodies through information impact; 4) means of impact and fire damage. Consider a few examples of means of information influence.
First, the already widely used Pentagon satellites, spy planes and unmanned aircraft to track the ground enemy should be mentioned. In the future, thousands of tiny sensors can be dropped from aircraft or hidden on the surface of the Earth.
As a means of informational impact, "Raytheon" developed a device for intercepting information and introducing misinformation, which breaks the intercepted message into segments and combines them in the necessary way to create a new message. This device makes it possible to accumulate data on specific individuals for a long time, to form and transmit false messages in their voice. This is especially important for the tactical link, where every soldier must constantly hear the voice of his commander.
There are thrown unattended information sensors in the arsenal of information warfare authorities. They allow to enter false messages into those communication channels to which there is no direct electromagnetic access.
Means of processing and transferring images find a widespread use to influence the psyche of computer operators. They use the effect of the "25th frame" and special images that paralyze human activity. During the US military exercises in Somalia, the effect of a holographic image of Jesus Christ against a background of a cloud of sand and dust was used. This allowed for a long time to paralyze the actions of personnel. According to the conclusion of the US military experts, the psychotropic losses of Iraqis during Operation Desert Storm greatly surpassed the physical.
A prototype of the "21st century infantry ammunition" was created, and its helmet is equipped with a microphone and headphones, night vision goggles and video terminal sensors, as well as an eye level display that will display the battlefield image from a bird's eye view and constantly updated intelligence data.
It is necessary to emphasize the enormous importance of the Internet for solving both the offensive and defensive tasks of the information war.
The Internet has two important and dangerous properties: survivability and the ability to arbitrarily connect to military control networks of military objects of strategic importance (if they have an "exit" to the Internet).
During the war in the Persian Gulf, the United States, despite its powerful information impact, was never able to completely isolate Iraq from the outside world.
The government of Iraq bought the weapons through the Internet, listing money suppliers stored in foreign banks. So the Americans created, as they say, on their own head, a network that is resistant to "partial damage".
The prevalence of electronic automation of federal services and agencies in the United States creates the conditions for "computer espionage" and information diversions, yet the US continues to develop the national information infrastructure, subordinating it to the idea of American leadership in the world. Information weapons, created in the United States as a result of a major technological breakthrough, fully contributes to its materialization in the foreseeable future.
In view of inherited information isolation and technological backwardness, Ukraine is, of course, less vulnerable than advanced countries such as the United States, Germany and Japan. However, a high degree of centralization of the structures of state management of the Ukrainian economy can lead to disastrous consequences as a result of information impact.
Of course, our special services have the necessary means and know-how to prevent interception, leakage, distortion, destruction of information in information and telecommunications networks and national systems, but the pace of improving information weapons (as well as any type of attacking weapons) exceeds the rate of development of protection technologies. That is why the tasks of timely detection of the impact of information weapons and neutralization of its manifestation should be considered as priority tasks in ensuring national security of the country.
Conclusion from this explosion
In this article, the authors analyzed the impact of information counteraction on the organization of managerial activities of officials.
It is established that the use of modern information technologies as one of the means of armed struggle led to changes in the strategy and tactics of conducting modern wars and military conflicts.
The military-political leadership of many countries of the world developed the concepts of conducting information wars, taking into account the factors of information vulnerability of the warring parties. practical implementation of these concepts is carried out by conducting information (informationpsychological) operations.
The analysis of the views of the military-political leadership of some developed states of the world on information warfare showed that it has two components: information and technical (information operations); information-psychological (informationpsychological operations).
The effectiveness of information warfare in the military sphere, in many respects, depends on the efficiency, purposefulness, continuity and clarity in its organization and management.
For this purpose, an information security system should be established, which the main tasks are:
-forecasting of potential threats to information security, their detection and on this basis forecasting changes in information security;
-implementation of a set of appropriate measures to prevent and eliminate them;
-creation and maintenance of information security resources and means in the readiness for their application.
As a result of the research conducted by the authors of this article, it is proposed to adjust the normative documents in order to take into account additional destructive factors for the organization of managerial activities of officials, namely, information counteraction, and also proposes to change the management training system in order to train the latter to make correct and deliberate decisions in conditions information confrontation.
The direction of further research should be considered the development of the officials activities dynamic model in the context of information resistance.
